






















































































An example of an operation with medium dependence on UAS to execute mission-critical
tasks would be a major contingency operations (MCQO) scenario against a state-level adversary in
which UAS serve in support roles such as ISR and communications nodes. For the purposes of
this scenario, the manned-unmanned aircraft mix mirrors the current USAF aircraft force
structure, minus the MQ-1/9 family of aircraft. Mission-critical assets such as strike and
offensive counter-air (OCA) aircraft are almost exclusively controlled by pilots in the cockpit, as
are tankers, transports, and battlefield C2 aircraft. UAS assets can fill a variety of roles in this
environment in the areas of communications nodes and SIGINT gathering. Aircraft such as the
EQ-4 BACN would act as Tactical Data Link (TDL) translators, exploiting their ability to orbit
at high altitudes for extended periods of time while translating TDL languages amongst manned
assets and C2.5” Other UAS platforms, including additional versions of the RQ-4 Global Hawk,
would be used to gather electronic intelligence (ELINT) on enemy radar and communication
systems from a standoff distance generally outside the range of the enemy’s defensive missile
systems.

If the enemy’s capability, reach, and intent were all assessed to be high, a medium
friendly dependence on UAS for mission accomplishment would push the EW/Cyber risk to
UAS to 18 — just above the high risk threshold. A reduction in any one aspect of enemy ability
to a medium level — for example, to account for an unknown quantity as mentioned in the
Definitions section above — reduces the overall risk level to the medium range as shown in Table

3 below.
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Friendly
Dependence on

UAS Total Risk
Enemy EW/Cyber Capability 3 )
Enemy EW/Cyber Reach 2 (x2l\l<|/fljjlltlijpr)rlli er) 16
Enemy EW/Cyber Intent

1-12: Low Risk 13-17: Medium Risk >17: High Risk
Table 3. Risk Matrix Results for Medium Dependence

High Friendly Dependence on UAS

A high dependence on UAS systems for mission accomplishment can generate a variety
of outcomes, from low to high risk levels for EW/Cyber effects on friendly UAS, depending on
their capability.

This current nature of US conflicts in Iraq and Afghanistan involve enemies with very
little ability to harm unmanned aircraft using EW/Cyber tools. To reflect this scenario, low
scores are assigned to the enemy capability, reach, and intent categories, with a high friendly
dependence multiplier indicating the extensive use of unmanned systems by the US. This
produces a 9 (low) overall risk level — friendly forces are essentially able to operate unmanned
aircraft in any way they see fit, with little danger of enemy interference in the EW/Cyber
spectrum.

Should the enemy in those or similar conflicts acquire a medium level of capability and
reach with a corresponding medium level of intent to employ it, the risk increases to 18 — just
above the high threshold if friendly forces continue with a high dependence level. These results
are shown in Table 4 below. Only by reducing friendly dependence on UAS will the overall risk

reduce.
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Friendly Dependence

Medium (2 Points) on UAS Total Risk
Enemy EW/Cyber Capability 2 High
Enemy EW/Cyber Reach 2 (x3 Multiplier)
Enemy EW/Cyber Intent 2
1-12: Low Risk 13-17: Medium Risk >17: High Risk

Table 4. Risk Matrix Results for Medium Ability and High Dependence

Another interesting scenario is that of peacetime operations near an adversary nation.
State-level actors with high levels of capability and reach, but with a low intent to use also
generate a high overall risk to Air Force operations that are highly dependent on UAS platforms.
A practical example of this would be current US operations in the South China Sea area.®® An
intelligence assessment of China’s EW/Cyber capabilities and reach would likely yield a medium
to high rating, but with a low intent to employ them since the US and China are not actually at
war. As shown in Table 5, this still yields a medium risk level during operations if the US is
highly dependent on UAS for mission accomplishment. The risk would immediately transition

to high as should the adversary decide to employ their EW/Cyber capabilities against friendly

UAS.
Friendly Dependence
Medium (2 Points) on UAS Total Risk
Enemy EW/Cyber Capability 2 High
Enemy EW/Cyber Reach 2 (x3 Multiplier) 15
Enemy EW/Cyber Intent 1
1-12: Low Risk 13-17: Medium Risk >17: High Risk

Table 5. Risk Matrix Results for Medium Ability, Low Intent, and High Dependence
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RECOMMENDATIONS

From the three COAs explored above, it is clear that the risk level associated with
operating UAS against an enemy with EW/Cyber capabilities is strongly associated with the
level of dependence that friendly forces place on the UAS to accomplish critical mission
objectives. A low dependence level generally produces the lowest level of risk regardless of an
enemy’s EW/Cyber ability, but since it ignores many of the inherent benefits of UAS operations
— particularly the ability of some long-endurance UAS to loiter for extended periods of time near
a battlefield — it is not the most preferable COA. A COA with a high dependence on UAS is also
not the most preferable — with only a marginal increase in enemy capability or intent to use it, the
overall mission is immediately put at a high risk level should the UAS be rendered ineffective.

The most preferable COA that remains is that of medium dependence of UAS systems for
mission accomplishment. Based on the examples given above, this assessment is valid for
multiple types of operations that the Air Force may be involved in. The most challenging
scenario, however, is that of major contingency operations against a peer-level enemy capable of
generating an A2/AD with EW/Cyber capabilities against friendly aircraft. In this MCO
environment, considering a medium level of friendly dependence on UAS, friendly objectives
are enhanced by the employment of UAS, but not wholly dependent on them. UAS with ELINT
capabilities can help C2 identify enemy radar systems for destruction, while UAS with BACN
equipment will help C2 distribute that information quickly to both strike assets for destruction
and all other assets for threat warning. Importantly, to meet the goal of medium dependence, if
the UAS assets listed above are rendered ineffective by an enemy’s EW/Cyber weapons, the
manned aircraft could still accomplish the overall mission objectives, though at a reduced level

of effectiveness.
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CONCLUSION

Referencing the COA outcomes and recommendations above, it is reasonable that
adversary electronic warfare and cyber-attacks will pose a high level of risk to friendly mission
accomplishment if operational objectives are highly dependent on UAS mission completion. To
maintain a medium EW/Cyber risk level for UAS involvement in Air Force operations, the key
term to remember is “desired, not required.” Unmanned assets have great abilities in the area of
long endurance and relatively low cost; ignoring these benefits by leaving UAS out of a mission
package solely to reduce risk would be leaving possible enhancements to nearly any military
operation unused.

On the opposite end of the spectrum, relying too heavily on UAS to accomplish a desired
mission against an enemy capable of effective EW/Cyber-attacks leads to a high risk level that is
generally unacceptable. A medium dependence, considering the strengths, vulnerabilities, and
employment of both manned platforms and UAS, would most often be the preferred way of fully
leveraging the abilities of a UAS to give the best chance of accomplishing mission objectives.

The UAS EW/Cyber Risk Matrix provided above, or a similar product, is one tool that
can provide commanders insight into the EW/Cyber aspect of mission risk regarding UAS. As
described above, the matrix is intentionally open for interpretation by intelligence and operations
personnel to provide overall assessments of enemy versus friendly systems. This provides
flexibility to the risk assessment outcome, while also allowing for continuous assessment of the

risk level as real-world operations progress and change.
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